
Use of the De fense
Pro duc tion Act of 1950

for Criti cal In fra struc ture
Pro tec tion1

Ex ecu tive Sum mary
• Criti cal in fra struc ture pro tec tion re quires an

in te gra tion of mul ti ple goals, ob jec tives, and
poli cies. Cur rently, this na tion lacks agree -
ment on a com pre hen sive philo sophic and
leg is la tive frame work that in te grates com -
pet ing poli cies for in fra struc ture pro tec tion
pur poses.  

• The De fense Pro duc tion Act of 1950 is a
pow er ful leg is la tive tool for man ag ing criti -
cal in fra struc ture serv ice fail ures. At the core 
of criti cal in fra struc ture pro tec tion phi loso -
phy is a con cern for na tional se cu rity, na -
tional de fense, and the pub li c health and
wel fare. Criti cal in fra struc ture pre par ed ness, 
re sponse, and res to ra tion could all bene fit

from us ing the DPA in a ju di cious and tar -
geted man ner.

• Con gress has not thor oughly de bated us ing
the DPA for criti cal in fra struc ture dis rup -
tions. Dur ing the Year 2000 prepa ra tions, the
Ad min istra tion was equally di vided on
whether, and to what ex tent, the Presi dent
could use the DPA in the event of a sig nifi -
cant criti cal in fra struc ture dis rup tion.  

• Sev eral com plex le gal and pol icy is sues per -
me ate the de bate.  These in clude the defi ni -
tion of “na tional de fense” in an in for ma tion
age con text as well as the exe cu tion of Con -
gress’s dele ga tion by the Ad min istra tion, as
re flected in Ex ecu tive Or der 12919.  
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• If the De fense Pro duc tion Act is not over -
hauled for criti cal in fra struc ture pur poses,
Con gress should im me di ate ly con sid er al ter -
na tive leg is la tive frame works for man ag ing
na tional criti cal in fra struc ture dis rup tions.
Ab sent this frame work, the na tion will con -
tinue to lack a uni fied ap proach to man ag ing
na tional cy ber emer gen cies. 

The De fense Pro duc tion Act and
Criti cal In fra struc ture Pro tec tion
As we move be yond the fifty- year an ni ver sary
of pas sage of the De fense Pro duc tion Act of
1950 (“DPA”)2, both Con -
gress and the Ad min istra -
t ion should re visit  the
gene sis of this pro found
leg is la tive frame work.3

Con gress de bated the DPA
dur ing a dy namic pe ri od in
our na tional his tory. With
the mem ory of Pearl Har bor fresh in the Con -
gress’s in sti tu tional psy che and an un de clared
con flict in Ko rea, both Con gress and the Ad -
min istra tion co op er ated to de velop a leg is la tive 
frame work that in te grated com pet ing de fense,
na tional eco nomic se cu rity, and re lated pol icy
de mands. 

Over haul of the DPA for Criti cal
In fra struc ture Pro tec tion

Close to five years af ter the Presi dent’s Com -
mis sion on Criti cal In fra struc ture (“PCCIP”)
is sued its re port,4 and now into the sec ond
Presi den tial Ad min istra tion to gov ern in an
information- based econ omy, the na tion lacks

an in te grated le gal, pol icy, and man age ment
phi loso phy to sup port criti cal in fra struc ture
pro tec tion ef forts. 

Mul ti ple re ports, tech nolo gists, and com men ta -
tors have ac knowl edged the na tion’s sig nifi cant 
re li ance on criti cal in fra struc ture serv ices. Our
eco nomic strength and sta bil ity are linked in ex -
tri ca bly to the re li able de liv ery of es sen tial
serv icesin clud ing in for ma tion and com mu -
ni ca tions, en ergy, fi nan cial, trans por ta tion,
emer gency medi cal and po lice, and wa ter. Para -
doxi cally, our ro bust ca pac ity to de liver criti cal

in fra struc ture serv ices
over in for ma tion net -
works leaves the na tion
vul ner able in new and dif -
fer ent ways. Eco nomic se -
cu rity, long an ele ment of
na tional se cu rity and na -
tional de fense, de pends on 

the re li able de liv ery of these criti cal in fra struc -
ture serv ices more than ever.  

How ever, gov ern ance and pol icy so lu tions
from the “physi cal world” do not oc cur seam -
lessly in cy ber space. Re li ance on in for ma tion
sys tems and net works cre ates di verse risks—
threats and vul ner abili ties that are not ad -
dressed in tra di tional plans and pro cesses.
Prob lems and so lu tions cross over po liti cal
bounda ries and chal lenge many of the leg is la -
tive frame works and phi loso phies de vel oped
dur ing the past 50 years.  As a re sult, man ag ing
in fra struc ture dis rup tions de mands al ter na tive
pre par ed ness, re sponse, and res to ra tion strate -
gies. 
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. . . the nation lacks an integrated
legal, policy, and management
philosophy to support critical
infrastructure protection efforts.

2 Defense Production Act of 1950, as amended, 50 USC App. § 2061 et seq. (“DPA”).  This paper focuses
exclusively on Title I authority to expedite the priority delivery of goods and services for the federal government’s
critical infrastructure goals and purposes. 

3 For an excellent overview and analysis of the DPA, please refer to Defense Production Act: Purpose and Scope , by
David E. Lockwood, Congressional Research Service Order Code RS20587 (Updated June 22, 2001).

4 The PCCIP recommended use of the DPA for national critical infrastructure disruptions.  See Protecting America’s
Infrastructures, the Report of the President’s Commission on Critical Infrastructure Protection at 81 (October,
1997).



Year 2000 Cyber- Solutions Dis man tled

Critical infrastructure protection requires an
integrated pol icy framework.  Risk
management, public-private collaboration,
nat ional  defense,  law
enforcement, intelligence,
emergency preparedness
and responseall  are
significant elements of an
integrated solution. In
order to prepare for the
Year 2000 glitch, this
nation was forced to piece
together an integrated governance framework;
the capabilities simply did not exist.5 

Much of the im por tant work con ducted prior to
the Mil len nium Rollo ver in volved de vel op ing
bridg ing mecha nisms to cross over po liti cal
bounda ries and pro grams for the physi cal
world. Un for tu nately, both the fed eral gov ern -
ment and state gov ern ments have for the most
part dis man tled so lu tions de vel oped in prepa ra -
tion for the Year 2000 glitch, in clud ing physi cal 
watch cen ters as well as in te grated pol icy
frame works. Con se quently, there are con sid er -
able de fi cien cies in the na tion’s abil ity to pre -
pare for, re spond to, and re cover from ex ten sive 
criti cal in fra struc ture serv ice fail ures.  

DPA as a Com po nent 
of an In te grated Frame work 

The DPA is one of the most sig nifi cant Con -
gres sional authori ties for sup port ing criti cal in -
fra struc ture pro tec tion ef forts. Since Presi dent
Tru man signed the DPA into law in 1950, suc -
ces sive Admini stra tions have stitched the DPA
dele ga tions into a safety net of Ex ecu tive Or -
ders, de ci sion di rec tives, and other sig nifi cant
le gal doc trine, most of which im ple ment our

most vi tal de fense and se cu rity pro grams.6 A
Con gres sional and Ad min istra tion strat egy that 
di min ishes the full reach of the DPA un der -
mines our abil ity to en sure es sen tial op era tional 

re spon si bili ties for the na -
tional se cu rity and de -
fense.  

This pa per ex am ines four
is sues in sup port of broadly 
ap ply ing the DPA to criti -
cal in fra struc ture pro tec -
tion ac tivi ties. 

1. Why did the Tru man Ad min istra tion en -
cour age Con gress to pass the DPA, and
how does his tory in form the cur rent de -
bate?  

2. What role does the DPA play as a leg is la -
tive tool in ad dress ing com plex criti cal in -
fra struc ture chal lenges?

3. What are the com pet ing leg is la tive phi loso -
phies for man ag ing criti cal in fra struc ture
pro tec tion?  

4. Why must Con gress and the Ad min istra -
tion col lec tively de velop an in te grated
frame work that in cludes and pro motes use
of the DPA? What are the rami fi ca tions for
the na tion if the gov ern ment fails to re solve
these rele vant pol icy chal lenges?

Tru man and Clin ton: De fense
Pro duc tion Act Phi loso phies

Tru man In tro duces 
the DPA Frame work

Slightly over 50 years ago, during the summer
of 1950, the Truman Administration’s Director
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Reliance on information systems
and networks creates diverse
risks--threats and vulnerabilities
that  are not  addressed in
traditional plans and processes.

5 See Amendment to Executive Order 13073, Year 2000 Conversion, Executive Order 13127 (June 14, 1999). 
6 See, e.g., Assignment of National Security Emergency Preparedness Telecommunications Functions, Executive

Order 12472 (1984) (Restoring wireline communications for the federal government).



of the National Security Resources Board
entered the Dirksen Building with his counsel
for the first of a three-day hearing on legislation 
entitled the Defense Production Act of 1950.
The Administration proposal combined certain
of the emergency economic powers exercised
during and after World War II into a permanent
legislative framework.7 These powers were
necessary to place goods and services where
they were most needed. Presi dent Truman
could exercise these powers during peacetime
and absent any declaration of national
emergency.

The core of the pro posal would al low the Presi -
dent to pri ori tize and ex pe dite de liv ery (or al lo -
ca tion) of criti cal ma te ri als. If com pany A
con tracts to de liver wid gets to com pany B, but
the gov ern ment needs the wid getswhether
for it self or for Com pany Cthe Presi dent
could so or der the pri ori ti za tion of con tract de -
liv ery ac cord ing to terms “nec es sary to pro -
mote the na tional de fense.” 

For three days, mem bers of the Bank ing and
Cur rency Com mit tee de bated a se ries of ques -
tions ex plor ing the re la tion ship be tween eco -
nomic sta bil ity, na tional de fense, and the
pro jec tion of power and na tional author ity. The
Sena tors’ ques tions re vealed deep con cerns
over both the Cold War and an on go ing need to
re struc ture na tional eco nomic pro grams,
courses of ac tion, and pri ori ties:

• Does eco nomic and in dus trial sta bil ity trans -
late into the pro jec tion of power and, if so,
how does this pro mote the na tional de fense? 

• How much ex traor di nary author ity should
the Con gress dele gate to the Presi dent dur ing 
peace time? That is, do we need a leg is la tive
frame work if there is no war, sig nifi cant

mili tary con flict, or Presi den tial dec la ra tion
of emer gency? In deed, 

• Could Con gress trust the Presi dent to ad min -
is ter the leg is la tive frame work? If not, how
could Con gress pos si bly per form these
re spon si bili ties?

The ex cep tional de bate that fol lowed raised
com plex ques tions for a na tion that had learned
more than a lit tle about na tional de fense dur ing
the pre ced ing dec ade. The irony of dele gat ing
ex traor di nary eco nomic pow ers to pre serve a
free econ omy was not lost on the Sen ate that
week, but the com plex ity of mo bi liz ing af ter
Pearl Har bor  (not to men tion the per cep tion of
the coun try as weak and vul ner able, which
might have pre cipi tated the at tack) was fresh on 
the mind of each and every Sena tor. The de bate
con veyed a pro found sense of na tional im port
where rea son able pub li c ser vants could dif fer.

Members of the Banking and Currency
Committee also understood that the nation was
entering the Cold War and by week’s end sided
with the Truman Administration. There was no
solid agreement on how the new world order
impacted national defense, but the Senate
clearly understood the importance of bridging
complex and emerging policy concerns into a
single, integrated legislative framework. 

Clin ton Ad min istra tion De bates 
Use of DPA for Y2K cri sis

A half- century later, as the na tion pre pared for
the Year 2000 (“Year 2000” or “Y2K”) glitch in 
the sum mer of 1999, sen ior of fi cials in the Clin -
ton Ad min istra tion and their coun sel met to dis -
cuss whether the DPA could and should be used 
in the event a Y2K in fra struc ture out age re -
sulted in a na tional cri sis. Sen ior lead ers grap -
pled with two ques tions: 

September, 2001 4

  Use of the Defense Production Act of 1950 for Critical Infrastructure Protection  

7 See U.S. Senate. Committee on Banking and Currency Congress of the United States. Defense Production Act of
1950  (to accompany by S. 3936), 81st Congress, 2d Session.  (S. Rpt. 81-2250) 1950 at 45. 



1. What is the na tional phi loso phy for pre par -
ing for, re spond ing to, and re cov er ing from
sig nifi cant criti cal in fra struc ture out ages?

2. Could the DPA be used to ex pe dite de liv ery 
or al lo ca tion of goods and serv ices to ful fill
these goals?  

Mul ti ple ar eas of dis agree ment emerged in the
six- month Y2K dis cus sions. The most sig nifi -
cant con cerned the rele vance of the Fed eral Re -
sponse Plan frame work in man ag ing criti cal
in fra struc ture dis rup tions of na tional sig nifi -
cance and ne go ti at ing the roles and re spon si -
bili ties of mul ti ple agen cies in man ag ing a
na tional cyber- crisis.8 Pur su ant to Ex ecu tive
or der 12919, signed in 1994, FEMA is charged
with co or di nat ing plans and pro grams among
the ci vil ian agen cies for na tional de fense in dus -
trial re source pre par ed ness is sues.9  

But did it make sense in the In for ma tion Age to
sad dle FEMA with re spon si bil ity for both cy -
ber and tra di tional natu ral dis as ter man age -
ment? In ad di tion, what was the best pro cess for 
ne go ti at ing and com ing to agree ment on pri ori -
ties? If a sig nifi cant cyber- disruption oc curred,
how would the con se quences be man aged and
pri ori tized? Should the fed eral gov ern ment
seek to re store serv ices as quickly as pos si ble

via the DPA or man age the con se quences of the
dis rup tion through tra di tional means, such as
via the Fed eral Re sponse Plan?10  How would
law en force ment, in tel li gence, and de fense is -
sues be parsed by FEMA within the frame work
de vel oped by the Clin ton Ad min istra tion?

The lack of any pertinent Congressional
testimony, debate, or other legal guidance on
use of the DPA unquestionably impaired the
Administration’s ability to settle these
disagreements.11  Senior administration
officials debated the issue late into De cem ber,
1999.  As the Millennium Rollover came and
went, no final agreement was ever reached.12

An swers to these ques tions have sig nifi cant im -
pact on whether to use the DPA, and if so how
broadly to in ter pret its terms. In sum: As we en -
ter the 21st cen tury, how does “na tional de -
fense” re late to the de liv ery of criti cal
in fra struc ture serv ices? Spe cifi cally:

• What is the re la tion ship be tween na tional de -
fense and the or derly func tion ing of the na -
tion’s criti cal in fra struc ture serv ices?  

• If the DPA could be used, what pri ori ti za tion
plans and poli cies were in place to de ter mine
which en ti ties bene fited from the ex pe dited
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8 The Federal Response Plan is based on the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as
amended, 42 USC § 5121 et seq. (“Stafford Act”).  

9 National Defense Industrial Resources Preparedness, Executive Order 12919 (June 7, 1994) (One exception relates
to energy issues, which are coordinated by the Department of Energy).  

10 As an example, a Federal Response Plan approach ruled out use of other highly responsive and successful programs
that service critical infrastructure emergencies. See, e.g., Defense Priorities & Allocations System (“DPAS”). [A
highly flexible process for administering critical infrastructure crisis, DPAS is administered by the Office of
Strategic Industries and Economic Security, Bureau of Export Administration (Dept. of Commerce) pursuant to the
DPA. See 15 CRF Part 700.]

11 Congress has not addressed the basic terms and definitions in the DPA for application in an economy that relies on
critical infrastructure services. How, for example, do the terms incorporate the nation’s dependence on information
services?  “Energy” is clearly included in the DPA, but how does the energy infrastructure reliance on
communications alter the statutory definition? See DPA definitions at 50 US App. § 2152.

12 This was not the first time senior officials within the Clinton Administration carefully examined the DPA and its
implementing programs.  See, e.g., Report of the Interagency Subworking Group of the National Security Council’s
Ad Hoc Interagency Working Group on National Security Emergency Resources Preparedness (December, 1996),
Administration working group recommends overhaul of Executive Order 12919, and other authorities, which
implement the DPA. 



de liv ery of goods and serv ices dur ing a
crisis? 

• Did the na tion un der stand in ter de pend en cies
among in fra struc ture sys tems? Was res to ra -
tion of one type of in fra struc ture (e.g., elec -
tric ity) more im por tant than an other (e.g.,
com mu ni ca tions)?  

From Tru man to Clin ton: 
Com mon Themes

In many ways, the Clin ton Ad min istra tion’s de -
bate over use of the DPA for Y2K fail ures ech -
oes the Tru man Ad min istra tion’s dia logue with
the Sen ate Bank ing and Cur rency Com mit tee.
As in the 1950 de bate, both
camps agreed that the land -
scape had changed, whether
from the emer gence of the
Cold War or the ad vent of
the In for ma tion Age. How -
ever, two camps emerged
re flect ing sig nifi cant philo -
sophi cal splits within the na tional se cu rity and
emer gency man age ment com mu ni ties. 

The first camp cited the DPA lan guage and leg -
is la tive in tent to dem on strate that Con gress had
never meant to ap ply the DPA to in for ma tion
age is sues. Ab sent “scuds and mis siles” or a de -
clared na tional emer gency, use of the DPA was
both in ap pro pri ate and un nec es sary. The sec -
ond camp ar gued that the DPA might be nec es -
sary to pri ori tize goods and serv ices for fix ing
and re stor ing criti cal in fra struc ture sys tems that 
had failed be cause of he Y2K bug. This use,
they con cluded, ful fills the DPA’s leg is la tive in -
tent in main tain ing a strong in dus trial and mili -
tary base. 

What is the Na tion’s Phi loso phy
for Man ag ing Criti cal
In fra struc ture Risk? 

This sec tion dis cusses the need for an in te -
grated gov ern ance phi loso phy for man ag ing
criti cal in fra struc ture dis rup tions of na tional
sig nifi cance. This phi loso phy is more im por -
tant than ever, given the lack of Con gres sional
and Ad min istra tion agree ment on pro grams
and pro cesses to man age criti cal in fra struc ture
fail ures at this time. Within the fed eral gov ern -
ment, ad mini stra tion of the Year 2000 glitch re -
vealed mul ti ple “com pet ing” phi loso phies. In
hind sight, the na tional Y2K ef fort was highly

suc cess ful.13 Through out the
prepa ra tion pro cess, how -
ever, it was ob vi ous that the
na tion was not pre pared to re -
spond to and re cover from a
na tional criti cal in fra struc -
ture fail ure.  

In an ef fort to de fine pol icy and man age ment
ob jec tives for criti cal in fra struc ture fail ures,
this sec tion ex am ines five leg is la tive mod els
and phi loso phies:  

1. In te grated Risk Man age ment (PDD-63)
model, 

2. Tra di tional Emer gency Pre par ed ness, 

3. Law En force ment and In tel li gence, 

4. Na tional De fense, and 

5. Con sumer Pro tec tion. 
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As we enter the 2st century,
how does “national defense”
relate to the delivery of critical
infrastructure services?

13 The nation, including the state and local governments and industry, deserve high praise for resolving a potential
crisis. But efforts to address lessons learned and to benefit from the experience have been lost. As soon as the
Millennium Rollover passed, the federal government dismantled valuable facilities, partnerships, and institutions, all 
of which offered significant value; similarly, in many state and local governments, valuable facilities and
institutions were set aside. 



Be yond PDD-63: An In te grated
Na tional Risk Man age ment Phi loso phy

Only though an in te grated risk man age ment
gov ern ance phi loso phy can the na tion de velop
ap pro pri ate pro grams for pro tect ing the na -
tion’s criti cal in fra struc tures. A leg is la tive pro -
gram should sup port  and fur  ther  this
phi loso phy.

Since re lease of Presi den tial De ci sion
Directive- 63 (“PDD-63”) in May, 1998, the
United States has em barked
on an ag gres sive criti cal in -
fra struc ture pro gram.  More
than any other coun try, the
United States has de vel oped
a pro gres sive phi loso phy for
criti cal in fra struc ture pol icy
co or di na tion, de vel op ment,
and analy sis. Sig nifi cant themes in clude the
fol low ing.

At the core of criti cal in fra struc ture
pro tec tion is a con cern for na tional
se cu rity. 
Since its in cep tion in the af ter math of the tragic
Okla homa City bomb ing, criti cal in fra struc ture
pro tec tion has al ways fo cused on wide spread
and cata strophic dam age.  In most cases where
in fra struc tures fail, for what ever rea son, own -
ers and op era tors in in dus try and gov ern ment
are typi cally able to man age re sponse and re -
cov ery ef forts through nor mal busi ness and risk 
man age ment pro cesses. For pur poses of the De -
fense Pro duc tion Act analy sis, this is a sig nifi -
cant dis tinc tion. Con gress never in tended the
DPA to be used for gen eral busi ness pur poses
or for emer gen cies that could be man aged un -
der nor mal busi ness con ti nu ity and dis as ter pre -
par ed ness pro grams. Con versely, how ever,
where such dam ages could re sult, use of the

DPA as part of an in te grated frame work is both
pru dent and ap pro pri ate. 

Criti cal in fra struc ture serv ice fail ures
could re sult in sig nifi cant cata strophic
dam age; in many cases, serv ice fail ures
could cas cade into mul ti ple other fail ures
in ways that are not fully un der stood or
pre dict able.  
A sec ond char ac ter is tic of criti cal in fra struc -
tures is their in ter de pen dency with other criti cal 

in fra struc ture sys tems and
serv ices.14 The pru dent use of 
the DPA to pre vent cata -
strophic down stream or cas -
cad ing dam ages must be
con sid ered. Of ten a fail ure to
re store serv ice will lead to
other in fra struc ture fail ures.

Adopt ing al ter na tive con se quence man age ment 
phi loso phies un der these cir cum stances, which
in cludes use of the DPA, is vi tal. 

Criti cal in fra struc ture pro tec tion is a
shared re spon si bil ity. 
Criti cal in fra struc ture pro tec tion in volves
unique part ner ships. Not all part ner ship ac tivi -
ties be tween the pub li c and pri vate sec tors sup -
port the spe cial ized needs of the criti cal
in fra struc ture com mu nity. Criti cal in fra struc -
tures are largely owned and op er ated by in dus -
try and state and lo cal gov ern ments.  In many
cases, the re search and de vel op ment that lead to 
in fra struc ture ad vance ments is con ducted
within par ticu lar por tions of the aca demic com -
mu nity. Con cerns are highly op era tional, fo cus -
ing heav ily on serv ice de liv ery.

In con trast, many of the pro grams es tab lished
for tra di tional emer gency re sponse pur poses fo -
cus on first re sponder ca pa bili ties and needs.
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Adopt ing al ter na tive con se -
quence man age ment phi loso -
phies. . . which in cludes use of 
the DPA, is vi tal.

14 For an excellent background on this issue, refer to Preliminary Research and Development Roadmap for Protecting
and Assuring Critical National Infrastructures, Transition Office of the President’s Commission on Critical
Infrastructure Protection and the Critical Infrastructure Assurance Office at Chapter 3 (July, 1998). 



Emer gency medi cal, po lice, and fire res cue of -
ten have dra mati cally dif fer ent goals and skills.
This is not to say that these di ver gent com mu ni -
ties do not need to be alignedin fact, they
do.15 It makes lit tle sense, how ever, to as sume
that pre par ed ness and re sponse ac tivi ties in one
com mu nity will pro vide simi lar value in all oth -
ers. 

Suc cess ful criti cal in fra struc ture
pro tec tion leads to eco nomic sta bil ity and
a more en hanced na tional de fense.  
The fi nal core at trib ute of a criti cal in fra struc -
ture pol icy is that full op era tional ca pa bil -
ityan in te grated na tional criti cal in fra struc -
ture  pro gram with
im prove ments in re li abil -
ity of serv ice—proj ects
na tional author ity and
power, eco nomic sta bil -
ity, and ul ti mately pro -
motes  the  na  t ional
de fense. Use of the DPA
as part of an in te grated
phi loso phy fur thers these goals, which are at
the core of the DPA’s pur pose. 

For pur poses of De fense De part ment func tions
and op era tional needs, this should be fairly ob -
vi ous. The De fense De part ment re lies heav ily
on in fra struc ture serv ices, whether con duct ing
op era tions at home or abroad. A fail ure to de -
velop re li able serv ice de liv ery pat terns would
have cata strophic ef fects on our abil ity to proj -
ect power over seas.

Tra di tional Emer gency Pre par ed ness

The re peal of the Civil De fense Act of 1950 by
the Staf ford Act al most 10 years ago set the

pa rame ters of the cur rent emer gency pre par ed -
ness and re sponse le gal and pol icy frame work.
Pur su ant to the Staf ford Act, and the Fed eral
Re sponse Plan that im ple ments op era tional re -
spon si bil ity un der that law, our na tion re lies
heav ily on tra di tional emer gency pre par ed ness
pro grams and poli cies to man age a range of
com plex dis as ters.  

As the Year 2000 cri sis dem on strated, our na -
tion lacks a simi lar pre par ed ness, re sponse, and
res to ra tion frame work spe cifi cally con structed
to in clude criti cal in fra struc ture pro tec tion.
Many com men ta tors have sug gested ap ply ing
tra di tional emer gency pre par ed ness pro cesses

to criti cal in fra struc ture
pro tec tion. This is prin ci -
pally how the na tion man -
aged pre par ed ness for the
Year 2000 tran si tion. How -
ever, the Staf ford Act, and
the pro grams that are im -
ple mented un der the leg is -
la tive frame work, were

never in tended or de signed for criti cal in fra -
struc ture pro tec tion.16  

There are sev eral im por tant dis tinc tions. First,
the un der ly ing phi loso phy for most emer gency
pre par ed ness poli cies and pro grams is to miti -
gate the dam ages of a cri sis. This frame work,
which is both suc cess ful and well in te grated
through years of trial and er ror, does not tra di -
tion ally in clude in dus try criti cal in fra struc ture
dis rup tions, which is a pri vate sec tor con cern.
This is so even where the dis rup tions ad versely
im pact the de liv ery of criti cal fed eral gov ern -
ment serv ices. As dis cussed else where, the
Y2K Op era tions Sup ple ment to the Fed eral
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Simi lar to tra di tional emer gency
pre par ed ness, a pure law en force -
ment or in tel li gence phi loso phy will 
not, by it self, re solve com plex criti -
cal in fra struc ture chal lenges.

15 There is, of course significant overlap.  For example, first responders are increasingly under pressure to develop
interoperable, more robust, and secure communications.  Bandwidth and spectrum problems will increasingly
plague first responder capabilities – both are critical infrastructure concerns. 

16 The Stafford Act repealed the Civil Defense Act of 1950, which centralized emergency response process in the
Executive Office of the President.  42 USC § 5121 et seq.  



Re sponse Plan ex plic itly ex cluded core criti cal
in fra struc ture ac tivi ties.17 

Sec ond, the fund ing mecha nisms for pro vid ing
fed eral as sis tance and aid are set in law. Staf -
ford Act fund ing for emer gency re sponse ac tiv -
ity flows from the fed eral gov ern ment un der
con di tions set by the Staf ford Act and its Ad -
min is tra tive guid ance. For ex am ple, dur ing
Y2K, a Presi den tial “emer gency” was needed –
as op posed to a “ma jor dis as ter” dec la ra tion.”18 

Third, the amount of aid needed to sup port criti -
cal in fra struc ture dis rup tions is un known.  Fed -
eral gov ern ment ad min is tra tors un der stand the
cost of tra di tional emer gency pre par ed ness ac -
tivi ties. The cost of criti cal in fra struc ture dis -
rup tions is not well un der stood or eas ily
quan ti fi able. Cyber- related dis as ters could re -
sult in enor mous dam ages ab sent ap pro pri ate
miti ga tion pro grams and pro cesses. 

Fi nally, tra di tional emer gency pre par ed ness
goals are ac com plished in to day’s leg is la tive
frame work by align ing fed eral dis as ter re lief
pro grams with simi lar op era tional struc tures
across the fed eral gov ern ment and at the state
and lo cal lev els. Long- term part ner ships and re -
la tion ships – which are cru cial for dis as ter man -
age ment ca pa bil ity, are built on skill sets, goals, 
and ar range ments vastly dif fer ent than those in
the criti cal in fra struc ture com mu nity.   

Law En force ment / In tel li gence

Simi lar to tra di tional emer gency pre par ed ness,
a pure law en force ment or in tel li gence phi loso -
phy will not, by it self, re solve com plex criti cal
in fra struc ture chal lenges. His tori cally, the na -
tion moved in that di rec tion shortly af ter the
Okla homa City bomb ing with re lease of
PDD-39. Two years later, the fed eral gov ern -
ment im ported PDD-39 into the Fed eral Re -
sponse Plan mecha nism as the Ter ror ism
An nex.19 This pol icy dis tin guished be tween
con se quence man age ment and cri sis man age -
ment, cre at ing room in the af ter math of an in ci -
dent for law en force ment to in ves ti gate and
ful fill its Con gres sional re spon si bili ties.20

Where the at tack is on go ing, law en force ment
and in tel li gence gath er ing are cru cial to lo cat -
ing and stop ping the dam age. Room for con se -
quence man age ment authori ties to con duct
their work is ne go ti ated pur su ant to the Fed eral
Re sponse Plan mecha nism 

How would a law en force ment phi loso phy and
frame work sup port and ful fill criti cal in fra -
struc ture ob jec tives? In many cases, pol icy
choices may ex ist in op po si tion. As in the Year
2000 prepa ra tions, it is un clear whether sig nifi -
cant in fra struc ture out ages re sult from a ma li -
cious nation- state at tack, teen age hacker,
in sider mis take, or some other source. Ir re spec -
tive of the source of the out age, each of the pol -
icy choices is valid.  The chal lenge, as ar gued,
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17 These included:  (1) Business continuity and contingency planning necessary to ensure that vital services are not
disrupted due to Y2K problems, (2) Reconstitution of Y2K-affected State and local information technology systems, 
(3) Cyber-terrorist attacks (addressed in PDD-63), and (4) National security telecommunications emergencies in
industry and in the Federal governmentY2K Operations Supplement to the Federal Response Plan at 8 (1999).

18 For an excellent primer on programmatic particulars, refer to Disaster Assistance: Improvement Needed in Disaster
Declaration Criteria and Eligibility Assurance Procedures, Report of the Subcommittee on VA, HUD, and
Independent Agencies, Committee on Appropriations, US Senate, GAO-01-837 (August 2001). 

19 Terrorism Incident Annex to the Federal Response Plan.  (“PDD-39 directs the undersigned departments and
agencies to perform specific responsibilities that may affect the performance of their responsibilities under the
FRP.”)

20 Similarly, PDD-63 requires the National Infrastructure Protection Center to “monitor” reconstitution activities.
Where owner/operators are unable to stop an attack in order to restore service, assistance from law enforcement and
intelligence operations would be extremely valuable.



is in te grat ing them into a co he sive frame work
that re flects the na tion’s best in ter ests. 

Na tional De fense 

How would a na tional de fense phi loso phy align 
with criti cal in fra struc ture goals? Since 1995,
mul ti ple com men ta tors have en cour aged a na -
tional de fense ap proach to re solv ing criti cal in -
fra struc ture pro tec tion. These opin ions in clude:

• Re quire the De fense De part ment in sti tu tion -
ally to man age and co or di nate a na tional
criti cal in fra struc ture pro gram; 

• Re quire the De fense De part ment to un der -
take ex ecu tive agency re spon si bil ity for a co -
or di nated in ci dent re sponse and res to ra tion
cen ter; or 

• Wrap criti cal in fra struc ture pro tec tion poli -
cies un der the ru bric of Home land De fense
or Home land Se cu rity.

At a mini mum, the De fense De part ment is a
cus tomer of criti cal in fra struc ture serv ices and
must be able to ne go ti ate a level of per form ance 
con sis tent with its goals. Simi lar to the other is -
sues above, iden ti fy ing a criti cal in fra struc ture
frame work will lead to ap pro pri ate analy sis of
how the De fense es tab lish ment will align with
other stake hold ers and con stitu en cies. 

Con sumer Pro tec tion 

The fi nal philo sophic and leg is la tive op tion for
man ag ing criti cal in fra struc ture is con sumer
pro tec tion. A con sumer pro tec tion meth od ol -
ogy pro vides, at a mini mum, as sis tance and in -
for ma tion to sup port con sumer goals and
op tions. Con sumer pro tec tion was a criti cal
com po nent of the sig nifi cant work per formed
by the Presi dent’s Coun cil on Year 2000 Con -
ver sion. One of the valu able les sons from Y2K
is the im por tance of man ag ing con sumer con fi -
dence, pro vid ing in for ma tion to as sist con -
sumer de ci sion mak ing, and sup port ing
aware ness as a part of any na tional ef fort.  How -
ever, con sumer pro tec tion is sues do not rise to

the na tional de fense level that the DPA de -
mands. 

Sum mary – Philo sophic Link to DPA

At the core of criti cal in fra struc ture pro tec tion
phi loso phy is a con cern for na tional se cu rity,
na tional de fense, and the pub li c health and wel -
fare. Criti cal in fra struc ture de fines a set of pol -
icy pri ori ties, i.e., man ag ing com pet ing pol icy
con cerns and, where nec es sary, pri ori tiz ing in -
fra struc ture serv ice de liv ery over other equally
plau si ble pol icy choices. 

The De fense Pro duc tion Act is the prin ci pal
leg is la tive tool for man ag ing criti cal in fra struc -
ture op era tional needs. Were the na tion to re -
quire criti cal in fra struc ture serv ice de liv ery,
then the full and ro bust use of the DPA would
be es sen tial. Criti cal in fra struc ture pre par ed -
ness, re sponse, and res to ra tion could all bene fit
from us ing the DPA in a ju di cious and tar geted
man ner. 

The Ori gin and 
Mis per cep tions of the DPA  
The de bate over ap pli ca tion of the DPA for
criti cal in fra struc ture is ul ti mately a valid dis -
agree ment on how the na tion should pre pare
for, re spond to, and re cover from criti cal in fra -
struc ture in ci dents of na tional sig nifi cance. The 
DPA must be one of the tools avail able to the
Ad min istra tion to man age com plex criti cal in -
fra struc ture dis rup tions. 

That said, there is lim ited agree ment on
whether and to what ex tent the DPA could be
used for those pur poses. Some of these dis -
agree ments are fac tual, such as whether criti cal
in fra struc ture in ci dents truly rise to the level of
na tional im port and sig nifi cance. 

Other dis agree ments are more philo sophic,
such as whether the na tion needs an al ter na tive
“pre par ed ness and re sponse” frame work to
man age criti cal in fra struc ture pro tec tion.
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Fi nally, some dis agree ments are tech ni cal and
le gal.  These in clude trac ing back the leg is la tive 
in tent of Con gress in cre at ing the DPA and ap -
ply ing sig nifi cant terms such as “na tional de -
fense” to in for ma tion age chal lenges. 

This sec tion ar gues in fa vor of us ing the DPA as 
part of a larger criti cal in fra struc ture leg is la tive
pro gram. The rea son ing and as sump tions ar -
ticu lated in clude:

• Criti cal in fra struc ture in ci dents can re sult in
sig nifi cant na tional
dam age; 

• The fed eral gov ern -
ment re lies heav ily on
the re li able sup ply of
criti cal in fra struc ture
serv ices for serv ing na -
tional de fense needs;
and 

• The gov ern ment must
con sis tently proj ect
strength, eco nomic sta bil ity, and po liti cal co -
he sion. Re li able de liv ery of criti cal in fra -
struc ture serv ices is a cor ner stone of these
goals. 

There are mul ti ple mis per cep tions about the
DPA, many of which were de bated dur ing its
in tro duc tion in 1950. In 1975, 25 years af ter in -
tro duc ing the DPA, the Con gress’ Joint Com -
mit tee on De fense Pro duc tion again thor oughly 
ex am ined the DPA as well as the over arch ing
frame work in which the DPA had been used.21

From these and other dis cus sions, there is a rich 
li brary of origi nal his tory from which cur rent
de ci sions might be meas ured. 

What is “Na tional De fense”?

The most im por tant le gal trig ger for use of the
DPA is the mean ing of the term  “na tional de -
fense.” To take ad van tage of the pro grams in
the DPA, the Presi dent must find that a “na -
tional de fense” nexus ex ists. Thus, in the con -
text of criti cal in fra struc ture dis rup tions, the
Presi dent must make a de ter mi na tion that the
ex pe dited de liv ery of goods or serv ices are
“nec es sary to pro mote the na tional de fense.”
From the first day that Presi dent Tru man pro -

posed the DPA, through
Y2K and the re cent use
of the law by the Bush
Ad min istra tion,22 no sin -
gle topic has gar nered
more de bate and dis -
agree ment  than the
mean ing of this term. 

Since 1950, Con gress
has adopted two defi ni -

tions. The first, also known as the tra di tional
defi ni tion, in cludes those “pro grams for mili -
tary and en ergy pro duc tion or con struc tion,
mili tary as sis tance to any for eign na tion, stock -
pil ing, space, and any di rectly re lated ac tiv -
ity”23 The sec ond, added in 1995, links use of
the DPA to the Staf ford Act, ex pand ing the term 
to in clude “emer gency pre par ed ness ac tivi ties
con ducted pur su ant to ti tle VI of the [Staf ford
Act].”(Em pha sis added). 50 USC App.
§2152(13). 

Con gress’s de ci sion to ex tend the term “na -
tional de fense” to in clude “emer gency pre par -
ed ness ac tivi ties con ducted pur su ant to the
[Staf ford Act]” has en gen dered de vel op ment of 
two al ter na tive po si tions. Some have taken the
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From the first day that Presi dent
Tru man pro posed the DPA, through
Y2K and the re cent use of the law by
the Bush Ad min istra tion, no sin gle
topic has gar nered more de bate and
dis agree ment than the mean ing of
[na tional de fense].

21 See, e.g., Hearings Before the Joint Committee on Defense Production, Congress of the United States, 94th

Congress, 2nd Session (April 28, 1976).
22 See Memorandum for the Secretary of Energy, Electric Supply Shortage in California (January 19, 2001). 
23 DPA, 50 USC App. §§2061, 2152(13).



po si tion that the amend ment only grants Presi -
den tial author ity to en gage in cer tain ac tivi ties
that the Di rec tor of FEMA is author ized to en -
gage in, as enu mer ated in Ti tle VI of the Staf -
ford Act.  Oth ers, look ing to Ti tle VI in its
en tirety, adopt a more ex pan sive view, ar gu ing
that “emer gency pre par ed ness” is de fined
broadly in Ti tle VI, and that it in cludes, but is
by no means lim ited to, those ac tivi ties speci -
fied in Ti tle VI.

Mis per cep tions  

De bates over the mean ing of na tional de fense
dur ing the Y2K dis cus -
sions suf fered from lack of 
tan gi ble leg is la tive his tory 
and con text.  As a re sult,
mul ti ple mis per cep tions
in ap pro pri ately drive pol -
icy and decision- making. 

The first sig nifi cant mis -
per cep tion is that the Presi dent may ac ti vate the 
DPA solely for war or mo bi liz ing to go to war.
As the dis cus sion on na tional de fense dem on -
strates, the Presi dent must, at a mini mum, make 
a na tional de fense de ter mi na tion. How ever,
Con gress has never lim ited the ap pli ca tion to
war time ne ces sity. In fact, many of the Sena tors 
dur ing the ini tial de bates in 1950 que ried the
Tru man Ad min istra tion on this point. The im -
por tance of de vel op ing an in te grated ap proach
to eco nomic se cu rity, de fense pro duc tion, and
na tional de fense con vinced the Sen ate that such 
re stric tions were not in the best in ter ests of the
na tion. To date, the DPA makes avail able ma te -
ri als, serv ices, and fa cili ties in both peace time
and dur ing cri sis. 

For criti cal in fra struc ture pur poses, this is an
es pe cially im por tant as pect of the DPA. In most 
cases, criti cal in fra struc ture out ages will not re -
sult from war or an act of war, al though this is
cer tainly pos si ble.  Rather, the DPA pro vides a
far more prac ti cal frame work for man ag ing in -
fra struc ture out ages far short of all- out war.

The sec ond mis per cep tion is that the DPA is
lim ited only to pre par ed ness ac tivi ties. The
DPA pro vides the Presi dent with broad author -
ity to ex pe dite de liv ery of goods and serv ices.
Pri or ity con tract ing and al lo ca tion pow ers, for
ex am ple, may be used in re sponse and res to ra -
tion as well as pre par ed ness ac tivi ties. In many
ways, the DPA pro vides a type of in sur ance
pro gram, which can be used when needed. For
re sponse and res to ra tion of criti cal in fra struc -
ture, the use of the DPA is es sen tial. There are
no simi lar Con gres sional authori ties that pro -
vide a frame work for man ag ing res to ra tion and
re cov ery ef forts through ex pe dited de liv ery of

es sen tial goods and serv -
ices. 

The third mis per cep tion is
that the DPA may only be
used af ter Con gress or the
Presi dent de clares a na -
tional emer gency; this, too,
is false. For many Sena tors

in volved in the origi nal de bates, this was the
most trou bling com po nent of the Tru man leg is -
la tive pro posal. Why should Con gress dele gate
to the Presi dent broad peace time and war time
author ity based only on a na tional de fense de -
ter mi na tion? How ever, ever since the 1950 de -
bates, Con gress has not re quired a na tional
emer gency de ter mi na tion as a trig ger for use of
the DPA.

For criti cal in fra struc ture pur poses, the abil ity
to ac ti vate the DPA ab sent a for mal na tional
emer gency find ing is prac ti cal and use ful.
Many criti cal in fra struc ture out ages could lead
to na tional emer gen cies, and this is part of the
at trac tion for us ing the DPA.  Hav ing to first de -
clare a na tional emer gency would im pinge on
use of this sig nifi cant author ity. 

Con clu sion

This pa per ar gues for Con gress and the Ad min -
istra tion to ex am ine an in te grated leg is la tive
and pol icy frame work to man age sig nifi cant
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A failure to apply the DPA to
critical infrastructures leaves this 
nation unprotected from a cyber
attack or significant critical
infrastructure disruption.



criti cal in fra struc ture dis rup tions.  There is no
frame work in place that in te grates mul ti ple
poli cies, such as tra di tional emer gency pre par -
ed ness, law en force ment, na tional de fense, and
risk man age ment pro grams that pri ori tize res to -
ra tion of in fra struc ture serv ices. 

The DPA is an im por tant tool for use in man ag -
ing criti cal in fra struc ture dis rup tions of

na tional sig nifi cance. A fail ure to ap ply the
DPA to criti cal in fra struc tures leaves this na tion 
un pro tected from a cy ber at tack or sig nifi cant
criti cal in fra struc ture dis rup tion. Criti cal in fra -
struc ture sup ports the na tional de fense in mul ti -
ple ways. Ab sent use of the DPA, Con gress
should be gin work im me di ate ly on de vel op ing
al ter na tive leg is la tive frame works for man ag -
ing na tional criti cal in fra struc ture dis rup tions. 
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